This Agreement, made this _ 27th day of_February 2020 , by and between the State of
New York, acting by and through the New York State Division of Homeland Security and Emergency Services,
having its principle place of business at the Harriman State Office Campus,1220 Washington Avenue, Building
7A, 7th Floor, Albany, New York 12226, hereinafter referred to as the “State” and Dutchess County, having its
principal place of business located at 22 Market St, Poughkeepsie, NY, hereinafter referred to as "Recipient”.

WITNESSETH:

WHEREAS, pursuant to Executive Law §§ 709(2)(j) and (2)(o) the State maintains cybersecurity teams which
assist local governments and State agencies and private entities with cyber security preparedness by conducting
vulnerability assessments, network scans, tests, examinations and/or analyses of information technology
(hereinafter IT) networks and systems, as well as vulnerability assessments of associated physical and
personnel-related controls; and -

WHEREAS, the Recipient is such an entity located in the State of New York that maintains various information
technology (hereinafter IT) networks and systems’ to provide its services; and

WHEREAS, the Recipient recognizes the need to maintain secure IT networks and systems; and
WHEREAS, the Recipient is requesting assistance from the State with respect to cyber security preparedness;,

NOW, T_HEREFORE, the State and the Recipient hereby agree as follows:

1. This Agreement includes the attached Scope of Work, Rules of Engagement, and Apbendix A which are

incorporated into the terms of this Agreement by reference as though more fully set forth in their entirety
herein and which are annexed hereto. ' ’

2. Recipient hereby authorizes the State to access, use, and otherwise interact with its IT networks and
. systems, as specified in the Scope of Work, to conduct such tests, examinations, and/or analyses as
described in the attached Scope of Work and in accordance with the attached Rules of Engagement.

3. Recipient acknowledges and assumes all risks associated with the services performed under this Agreement
including but not limited to the vulnerability assessment, network scans, tests, examinations and/or analyses,
as specified in the Scope of Work, or implementation of any State guidance which may result in a reduction
of or interruption in the operation and function of some or all of Recipient’s IT systems and networks during
or after the vulnerability assessment, network scans, tests, examinations and/or analyses, as specified in
the Scope of Work, or implementation of guidance, including, but not limited to the following risks: loss of
host availability, loss of network availability, loss of data, corruption of data in transit, corruption of data at
rest, corruption of data at use, network instability, and host instability. The State intends to use its best efforts
to conduct the vulnerability assessment, network scans, tests, examinations and/or analyses, as specified in
the Scope of Work, in a manner that minimizes risk and impact to the Recipient’s IT systems and networks

but makes no warranties with respect to the function or operation of Recipient’s IT networks and systems .

before, during or after performing the vulnerability assessment. Recipient agrees to promptly notify the
State's assigned engagement lead in the event that Recipient reasonably suspects that activities governed
by this agreement may be having a negative impact on Recipient's networks, systems and / or personnel.

LIT networks and systems may include, but is not necessarily limited to desktops, laptops; servers, network information systems and
other networked electronic devices. '




Except as may be required by applicable law or a court of competent jurisdiction in the State of New York,

‘the State, its officers, agents, and employees, if any, will endeavor to use reasonable efforts to maintain the

confidentiality of Recipient's IT system and network and information and data related thereto in accordance
with the attached Non-Disclosure Agreement. ‘ ' '

As an express condition of the State conducting its vulnerability assessment, network scans, tests,
examinations and/or analyses, as specifiéd in the Scope of Work, Recipient waives, releases and forever
discharges the State from any and all actions, causes of action, suits, judgments, damages, claims, costs,
and demands whatsoever, in law, or equity, which the Recipient has, may have or will have against the State,
its officers, agents, and employees, if any, of every kind and nature and relating to the vulnerability
assessment, network scans, tests, examinations and/or analyses performed by the State and/or, as specified

" in the Scope of Work, including any intentional or negligent act or omission.

10.

Recipient shall be solely responsible and answerable in damages for any and all claims and causes of action
arising out of or related to the vulnerability assessment, network scans, tests, examinations and/or analyses,
as specified in the Scope of Work, activities conducted pursuant to this Agreement. Recipient shall indemnify
and hold harmless, without limitation, the State, and its officers, agents, employees, and subcontractors, if
any, from claims, suits, actions, damages, and costs (including reasonable attorney fees) of every kind and
nature arising out of the performance of the vulnerability assessment, network scans, tests, examinations
and/or analyses, as specified in the Scope of Work and related activities including any changes in the function
or operation of Recipient’s IT networks and systems and/or the disclosure of confidential information.

Recipient agrees to promptly notify necessary third parties, including but not limited to third-party system
owners, of the State’s activities and secure necessary third-party authorizations in a timely fashion. Recipient
will bear the full responsibility for any liability that results from the failure to secure necessary - third-party
authorizations and waivers, and for any damage to third parties arising out of or related to the vulnerability
assesment, network scans, tests, examinations and or analyses, as specified in Scope of Work, performed
by the State including any intentional or negligent act or omission. ’

This Agreement shall commence on the 9" of March, 2020 and shall end on the 8" of March 2021.

This constitutes the entire agreement between the parties hereto and all previous communications, whether
written or oral relating to the subject matter of this contract are hereby superseded. If any provision of this
agreement is adjudged to be void or otherwise unenforceable, in whole or in part, such adjudication shall not
affect the validity of the remainder of the agreement. '

This constitutes the entire Agreement between the parties hereto and no statement, promise, condition,
understanding, inducement or representation, oral or written, expressed or implied, which is not contained
herein shall be binding or valid and this Agreement shall not be changed, modified or altered in any manner
except by an instrument in writing executed by both parties herein.

IN WITNESS WHEREOF, the Recipient has caused this instrument to be sealed and signed by Recipient or its
duly authorized agent/officer, and the State has caused this instrument to be executed by its duly authorized
officer. '

NYS Division of Homeland Security Dutchess County
and Emergency Services

nbirt oo " ﬂ—\
By: ‘,/7 g . v By . - .

Elizabeth Snyder : Steve Oscarlece
Deputy Commissioner of Administration and Finance Deputy Commissioner of OCIS




Acknowledgement Clause

State of New York)

)ss. |
County of DUtChess '
On this___ A7 day of RZ‘ yull % , 2040, before me, the undersigned, personally appeared

S ¢ personally khown to me or proved to me on the basis of satisfactory evidence
0 be the individual(s) whose name(s) ls(are) subscribed to the within instrument and acknowledged
to me that he/she/they executed the same in his/her/their/ capacity(ies), and that by his/her/their .

signature(s) on the instrument, the individual(s), or the person upon behalf of which the individual(s
acted, executed the instrument.

JEYRY'ACEVEDQ
Notary Public - State of New York
NO. 01AC6347130
Qualified in Dutchess County
My 00mmission Expires Aug- 29, 2020
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APPENDIXA

STANDARD CLAUSES FOR NYS CONTRACTS

The parties to the attached contract, license, lease, amendment
or other agreement of any kind (hereinafter, "the contract" or
“this contract") agree to be bound by the following clauses

which are hereby made a part of the contract (the word

"Contractor" herein refers to any party other than the State,
whether a contractor, licenser, licensee, lessor, lessee or any

other party):

1. EXECUTORY CLAUSE. In accordance with Section 41
of the State Finance Law, the State shall have no liability under
this contract to the Contractor or to anyone else beyond funds
appropriated and available for this contract.

2. NON-ASSIGNMENT CLAUSE. In accordance with
Section 138 of the State Finance Law, this contract may not be
assigned by the Contractor or its right, title or interest therein
assigned, transferred, conveyed, sublet or otherwise disposed of
without the State’s previous written consent, and attempts to do

so are null and void. Notwithstanding the foregoing, such prior
written consent of an assignment of a contract let pursuant to-

Article XI of the State Finance Law may be waived at the
discretion of the contracting agency and with the concwirence
of the State Comptroller where the original contract was subject
to the State Comptroller’s approval, where the assignment is
due to a reorganization, merger or consolidation of the
Contractor’s business entity or enterprise. The State retains its
right to approve an assignment and to reguire that any
Contractor demonstrate its responsibility to do business with
the State. The Contractor may, however, assign its right to
receive payments without the State’s prior written consent
unless this contract concerns Certificates of Participation
pursuant to Article 5-A of the State Finance Law.

3. COMPTROLLER'S APPROVAL. In accordance with
Section 112 of the State Finance Law (or, if this contract is with
the State University or City University of New York, Section
355 or Section 6218 of the Education Law), if this contract
exceeds $50,000 (or the minimum thresholds agreed to by the
- Office of the State Comptroller for certain SUN.Y. and
C.UN.Y. contracts), or if this is an amendment for any amount
to a contract which, as so amended, exceeds said statutory
amount, or if, by this contract, the State agrees to give
something other than money when the value or reasonably
estimated value of such consideration exceeds $25,000, it shall
not be valid, effective or binding upon the State until it has been
approved by the State Comptroller and filed in his office.
Comptrolle1 s approval of contracts let by the Office of General
‘Services is required when such contracts exceed $85,000 (State
. Finance Law § 163.6-a). However, such pre-approval shall not
be required for any contract established as a centralized contract
through the Office of General Services or for a purchase order
or other transaction issued under such centralized contract.

4. WORKERS' COMPENSATION BENEFITS. In
accordance with Section 142 of the State Finance Law, this
“contract shall be void and of no force and effect unless the
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Contractor shall provide and maintain coverage during the life
of this contract for the benefit of such employees as are required
to be covered by the provmons of the Workers' Compensation
Law.

5, NON-DISCRIMINATION REQUIREMENTS. To the
extent required by Article 15 of the Executive Law (also known

as the Human Rights Law) and all other State and Federal
statutory and constitutional non-discrimination provisions, the
Contractor will not discriminate against any employee or
applicant for employment, nor subject any individual to
harassment, because of age, race, creed, color, national origin,
sexual orientation, gender identity or expression, military
status, sex, disability, predisposing genetic characteristics,
familial status, marital status, or domestic violence victim status
or because the individual has opposed any practices forbidden
under the Human Rights Law or has filed a complaint, testified,
or assisted in any proceeding under the Human Rights Law.
Furthermore, in accordance with Section 220-¢ of the Labor
Law, if this is a contract for the construction, alteration or repair
of any public building or public work or for the manufacture,
sale or distribution of materials, equipment or supplies, and to
the extent that this contract shall be performed within the State -
of New York, Contractor agrees that neither it nor its
subcontractors shall, by reason of race, creed, color, disability,
sex, or national origin: (2) discriminate in hiring against any
New York State citizen who is qualified and available to
perform the work; or (b) discriminate against or intimidate any
employee hired for the performance of work under this contract.
If this is a building service contract as defined in Section 230 of
the Labor Law, then, in accordance with Section 239 thereof,
Contractor agrees that neither it nor its subcontractors shall by
reason of race, creed, .color, national origin, age, sex or
disability: (a) discriminate in hiring against any New York
State citizen who is qualified and available to perform the work;
or (b) discriminate against or intimidate any employee hired for
the performance of work under this contract, Contractor is
subject to fines of $50.00 per person per day for any violation
of Section 220-¢ or Section 239 as well as possible termination
of this contract and forfeiture of all moneys due hereunder for
a second or subsequent violation.

6. WAGE AND HOURS PROVISIONS. If this is a public
work contract covered by Article 8 of the Labor Law or'a -
building service contract covered by Article 9 thereof, neither
Contractor's employees nor the employees of its subcontractors
may be required or permitted to work more than the number of
hours or days stated in said statutes, except as otherwise
provided in the Labor Law and as set forth in prevailing wage

. and supplement schedules issued by the State Labor

Department. Furthermore, Contractor and its subcontractors
must pay at least the prevailing wage rate and pay or provide
the prevailing supplements, including the premium rates for
overtime pay, as determined by the State Labor Department in

accordance with the Labor Law. Additionally, effective April
28, 2008, if this is a public work contract covered by Article 8
of the Labor Law, the Contractor understands and agrees that
the filing of payrolls in a manner consistent with Subdivision 3-
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a of Section 220 of the Labor Law shall be a condition precedent
to payment by the State of any State approved sums due and
owing for work done upon the project.

7. NON-COLLUSIVE BIDDING CERTIFICATION., In
accordance with Section 139-d of the State Finance Law, if this
contract was awarded based upon the submission of bids,
Contractor affirms, under penalty of perjury, that its bid was
arrived at independently and without collusion aimed at
restricting competition. Contractor further affirms that, at the
time Contractor submitted its bid, an authorized and responsible

person executed and delivered to the State a non-collusive .

bidding certification on Contractor's behalf.

8. INTERNATIONAL BOYCOTT PROHIBITION. In
accordance with Section 220-f of the Labor Law and Section
139-h of the State Finance Law, if this contract exceeds $5,000,
the Contractor agrees, as a material condition of the confract,
that neither the Contractor nor any substantially owned or
affiliated person, firm, parinership or corporation has
participated, is participating, or shall participate in an
international boycott in violation of the federal Export
Administration Act of 1979 (50 USC App. Sections 2401 et
seq.) or regulations thereunder. If such Contractor, or any of
the aforesaid affiliates of Contractor, is convicted or is
otherwise found to have violated said laws or regulations upon
the final determination of the United States Commerce
Department or any other appropriate agency of the United
States subsequent to the contract's execution, such contract,

amendment or modification thereto shall be rendered forfeit and

void, The Contractor shall so notify the State Comptroller
within five (5) business days of such conviction, determination
or disposition of appeal (2 NYCRR § 105.4).

9, SET-OFE RIGHTS. The State shall have all of its common
law, equitable and statutory rights of set-off. These rights shall
include, but not be limited to, the State's option to withhold for
the purposes of set-off any moneys due to the Contractor under
this contract up to any amounts due and owing to the State with
regard to this contract, any other contract with any State
department or agency, including any contract for a term
_commencing prior to the term of this contract, plus any amounts
due and owing to the State for any other reason including,

without limitation, tax delinquencies, fee delinquencies or.

monetary penalties relative thereto. The State shall exercise its
set-off rights in accordance with normal State practices
including, in cases of set-off pursuant to an audit, the
finalization of such audit by the State agency, its
representatives, or the State Comptroller.

10. RECORDS. The Contractor shall establish and maintain
‘complete and accurate books, records, documents, accounts and
other evidence directly pertinent to performance under this
contract (hereinafter, collectively, the "Records”). The Records
must be kept for the balance of the calendar year in which they
were made and for six (6) additional years thereafter. The State
Comptroller, the Attorney General and any other person or
entity authorized to conduct an exammatlon, as well as the
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agency or agencies involved in this contract, shall have access
to the Records during normal business hours at an office of the
Contractor within the State of New York or, if no such office is
available, at a mutually agreeable and reasonable venue within
the State, for the term specified above for the purposes of
inspection, auditing and copying. The State shall take
reasonable steps to protect from public disclosure any of the
Records which are exempt from disclosure under Section 87 of
the Public Officers Law (the "Statute") provided that: (i) the
Contractor shall timely inform an appropriate State official, in
writing, that said records should not be disclosed; and (ii) said
records shall be sufficiently identified; and (iii) designation of
said records as exempt under the Statute is reasonable, Nothing
contained herein shall diminish, or in any way adversely affect,
the State's right to discovery in any pending or future litigation.

11. IDENTIFYING INFORMATION AND PRIVACY
NOTIFICATION. (a) Identification Number(s). Every
invoice or New York State Claim for Payment submitted to a
New York State agency by a payee, for payment for the sale of -
goods or services or for transactions (e.g., leases, easements,
licenses, etc.) related to real or personal property must include
the payee's identification number. The number is any or all of

‘the following: (i) the payee s Federal employer identification

number, (ii) the payee’s Federal social security number, and/or
(iii) the payee’s Vendor Identification Number assigned by the
Statewide Financial System. Failure to include such number or
numbers may delay payment. Where the payee does not have
such number or numbers, the payee, on its invoice or Claim for
Payment, must give the reason or reasons why the payee does
not have such number or numbers.

(b) Privacy Notification. (1) The authority to request the above
personal information from a seller of goods or services or a
lessor of real or personal property, and the authority to maintain

‘such information, is found in Section 5 of the State Tax Law.

Diselosure of this information by the seller or lessor to the State
is mandatory. The principal purpose for which the information
is collected is to enable the State to identify individuals,
businesses and others who have been delinquent in filing tax
returns or may have understated their tax liabilities and to
generally identify persons affected by the taxes administered by
the Commissioner of Taxation and Finance. The information
will be used for tax administration purposes and for any other
purpose authorized by law. (2) The personal information is
requested by the purchasing unit of the agency contracting to
purchase the goods or services or lease the real or personal
property covered by this contract or lease. The information is
maintained in the Statewide Financial System by the Vendor
Management Unit within the Bureau of State Expenditures,
Office of the State Comptroller, 110 State Street, Albany, New
York 12236. .

12. EQUAL EMPLOYMENT OPPORTUNITIES FOR
MINORITIES AND WOMEN. In accordance with Section
312 of the Executive Law and.5 NYCRR Part 143, if this
contract is: (i) a written agreement or purchase order
instrument, prov1d1ng for a total expenditure in excess of
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$25,000.00, whereby a contracting agency is committed to
expend or does expend funds. in return for labor, services,
supplies, equipment, materials or any combination of the
foregoing, to be performed for, or rendered or furnished to the
contracting agency; or (ii) a written agreement in excess of
$100,000.00 whereby a coniracting agency is committed to
expend or does expend funds for the acquisition, construction,
demolition, replacement, major repair or renovation of real
property and improvements thereon; or (iii) a written agreement
in excess of $100,000,00 whereby the owner of a State assisted
housing project is committed to expend or does expend funds
for the acquisition, construction,. demolition, replacement,
major repair or renovation of real property and improvements
thereon for such project, then the following shall apply and by
signing this agreement the Contractor certifies and affirms that
it is Contractor’s equal employment opportunity policy that:

(a) The Contractor will not discriminate against employees or
applicants for employment because of race, creed, color,
national origin, sex, age, disability or marital status, shall make
and document its conscientious and active efforts to employ and
utilize minority group members and women in its work force
on State contracts and will undertake or contimie existing
programs of affirmative action to ensure that minority group
members and women are afforded equal- employment
opportunities without discrimination. Affirmative action shall
mean recruitment, employment, job assignment, promotion,
upgradings, demotion, transfer, layoff, or termination and rates
of pay or other forms of compensation;

(b) at the request of the contracting agency, the Contractor shall
request each employment agency, labor union, or authorized
representative of workers with which it has a collective
bargaining or other agreement or understanding, to furnish a
written statement that such employment agency, labor union or
representative will not discriminate on the basis of race, creed,
color, national origin, sex, age, disability or marital status and
that such union or representative will affirmatively cooperate in

the implementation of the Contractor's obligations herein; and

(c) the Contractor shall state, in all solicitations or
advertisements for employees, that, in the performance of the
State contract, all qualified applicants will be afforded equal
employment opportunities without discrimination because of
race, creed, color, national origin, sex, age, disability or marital
status,

Contractor will include the provisions of "a," "b," and "¢"
above, in every subcontract over $25,000.00 for the
construction,  demolition, replacement, major repair,
renovation, planning or design of real property and
improvements thereon (the "Work") except where the Work is
for the beneficial use of the Contractor. Section 312 does not
apply to: (i) work, goods or services unrelated to this contract;
or (ii) employment outside New. York State. The State shall
consider compliance by a contractor or subcontractor with the
requirements of any federal law concerning squal employment
opportunity which effectuates the purpose of this clause. The
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contracting agency shall determine whether the imposition of
the requirements of the provisions hereof duplicate or conflict
with any such federal law and if such duplication or conflict
exists, the contracting agency shall waive the applicability of
Section 312 to the extent of such duplication or conflict.
Contractor will comply with all duly promulgated and lawful
rules and regulations of the Department of Economic
Development’s Division of Minority and Women's Business

- Development pertaining hereto.

13. CONFLICTING TERMS. In the event of a conflict
between the terms of the contract (including any and all
attachments thereto and amendments thereof) and the terms of
this Appendix A, the terms of this Appendix A shall control,

14. GOVERNING LAW. This contract shall be governed by
the laws of the State of New York except where the Federal
supremacy clause requires otherwise.

15. LATE PAYMENT. Timeliness of payment and any
interest to be paid to Contractor for late payment shall be
governed by Article 11-A ofthe State Finance Law to the extent
required by law.

16. NO ARBITRATION. Disputes involving this contract,
including the breach or alleged breach thereof, may not be
submitted to binding arbitration (except where. statutorily
authorized), but must, instead, be heard in a court of competent
Jjurisdiction of the State of New York.

17. SERVICE OF PROCESS. In addition to the methods of
service allowed by the State Civil Practice Law & Rules
("CPLR"), Contractor hereby consents to service of process
upon it by registered or certified mail, return receipt requested.
Service hereunder shall be complete upon Contractor's actual
receipt of process or upon the State's receipt of the return
thereof by the United States Postal Service as refused or
undeliverable. Contractor must promptly notify the State, in
writing, of each and every change of address to which service
of process can be made. Service by the State to the last known
address shall be sufficient. Contractor will have thirty (30)
calendar days after service hereunder is complete in which to

“respond.

18. PROHIBITION ON PURCHASE OF TROPICAL
HARDWOODS, The Contractor certifies and warrants that all
wood products to be used under this contract award will be in
accordance with, ‘but not limited to, the specifications and
provisions of Section 165 of the State Finance Law, (Use of
Tropical Hardwoods) which prohibits purchase and use of
tropical hardwoods, unless specifically exempted, by the State
or any governmental agency or political subdivision or public
benefit corporation. Qualification for an exemption under-this
law will be the responsibility of the contractor to establish to
meet with the approval of the State.

In addition, when any portion of this contract involving the use
of woods, whether supply or installation, is to be performed by
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